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I ntroduction

The Internet Security Policy provides an overview to inform al permanent, temporary, contract and
agency Saff of their respongbilities for Internet security. It is not exhaudtive and taff are expected to
comply with the company philosophy that security is of paramount importance. It is the responsbility
of staff to be aware of Internet Security issues and to seek the advice of their Manager in case of
doubt.

Scope
The company Internet gateway service provides secure access to the Internet from desktop

persond computers. Primary security is provided by using a ‘firewdl’ between the company interna
network and the Internet; bypassing the ‘firewall’ is therefore not permitted.

Connections to third parties other than the Internet is usudly via the gateway service providing
secure access from desktop persond computers. Primary security is provided by using a ‘firewal’
between the company internal network and the third party; bypassing the ‘firewdl’ is therefore not
permitted.

In some cases, individua external connections are permitted. In these cases, the machine used for
externa access may not be connected to any internal company network.

Agreement

By usng any externd connections from company equipment, users indicate that they will comply
with this palicy.

Familiarisation

Staff are required to familiarise themsdlves with the appropriate User Guides before using any
externd service. Guides should be issued to dl registered users.

Security precautions

All users of externad connections must be formaly authorised to do so by their management.
Limitations on use must be specified. All risks associated with usage of the Internet must be
assessed before using the service.
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Disciplinary action

Any breach of security arisng from contravention of this code of practice will result in disciplinary
action.

Internet security - why isit important to us?

The company has a dgnificant investment in computer systems and networks. To a large and
continualy increasng extent, the company is dependent upon the data which is stored and
processed on its computers and the management information that is generated from the data and
passed between businesses and outside agencies. The loss of data and computer processing facilities
or breaches of data access security could incur significant costs or loss of revenue as aresult of:

Business activities being suspended or partidly suspended
Having to restore the data, computer programs and/or equipment
Confidentia business data being available to competitors
Fraudulent manipulation of cash or goods

Alsp, in the case of data stored on computer about living persons, the company must comply with
any satutory provisions, for example in the UK, the Data Protection Act of 1984.

Therefore, it is important that al computer systems should have the gppropriate level of protection
from threats arising from Internets and Internet use.
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I nter net Security Policy for All Staff

I nter net access

1.

All access to the Internet mugt be via the company firewal, bypassng the firewal is not
permitted.

All users of the Internet must be formaly authorised to do so in writing by their managemen.
Limitations on use must be specified.

All risks associated with usage of the Internet must be assessed before using the service. Lack
of avalability, confidentidity and integrity must be consdered as the Internet provides no
guaranteesin these aress.

Persona computers accessing the Internet must run resident virus protection software.

Each user must have a dedicated username and password; sharing of usernames and passwords
is not permitted.

Staff must ensure that they are logged off from company systems and the Internet when they
leave the office or when leaving their computer unattended for lengthy periods of time.

Any license conditions related to the commercid use of software available on the Internet must
be observed.

Any software program or script downloaded from the Internet must be approved by the IT
department. In any event, entertainment software (eg. games, screen savers) will not be
approved.

Copyrighted materiad should not be sent, received or copied via the Internet unless encrypted.
Authors should be encouraged to encrypt E-Mail messages that contain manuscripts.

10. Any software program or script downloaded from the Internet should be separately virus

checked. Particular care must be taken with compressed files which may disguise the presence
of avirusfrom normal detection.
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I nter net e-mail

1.

10.

11.

12.

13.

E-mail must not contain indecent, obscene or libdlous materid, materid likely to cause offence
or any materid which harasses any other employee or third party on the basis of sex, race or
disability.

Staff must not send or deliberately attempt to receive e-mail known to contain avirus.

Saff must not use emall for gambling, conducting illegd activities or soliciting for persond
profit.

Staff must not reved or publicise information which is confidentia ether to the company or its
customers and clients.

E-mail chain letters must not be forwarded.
Staff may not access confidentia information using the password of another user.
Staff may not use company e-mail systems for persond use.

Staff should only send information by Internet e-mail which they would be prepared to send on
the company’ s headed paper.

Unless specificaly authorised by Management, staff should not buy or sdll goods or services via
Internet e-mail, as such transactions could bind the company. In any event, persona purchases
by E-Malil are not alowed.

Scanned ggnatures must not be attached to Internet e-mails. Such signatures can be
disseminated by recipients and fraudulently atached to other documents gpparently in the name
of the company.

E-mail attachments should not be opened unless the recipient knows who they are from and is
expecting to receive them.

E-mall messages sent via the Internet may be accessed by people other than the intended
recipient, it should, therefore, only be used for information which is not commercidly sengtive or
covered by the Data Protection Act unless the information is encrypted.

E-mail containing sengtive information may need to be encrypted. Trading partners to be sent
encrypted materid will require equivaent software.
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14. E-mail names should not be the same as system logons.
15. Business standards should be observed in e-mail messages.

16. When sending an atachment dways mention the format as it may not be obvious from the file
name.

17. Some e-mail systems can only accept one attachment a a time, so you may need to send
separate emails for each atachment if you are unsure.

18. Before forwarding a single email to a new or revised distribution, make sure you reed dl the
earlier messages, as they may contain persona comments that should not be redistributed.

19. Regularly review stored e-mail and delete unwanted materid.

Non-Internet External Connections

1. All externd connections must be via the company firewdl, bypassng the firewdl is not
permitted. The only exception is where specific permisson has been granted and the machine
used for external access is not connected to any interna company network.

2. All users of externd connections mugt be formaly authorised to do so in writing by ther
management. Limitations on use must be specified.

3. All risks associated with usage of externd connections must be assessed before using the
savice,

4. Persond computers accessng any externa service must run resident virus protection software.

5. Each user must have a dedicated username and password; sharing of usernames and passwords
is not permitted. The only exception is a dedicated service required a group logon, where
specia controls must be applied.

6. Staff must ensure that they are logged off from company systems and any externd service when
they leave the office or when leaving their computer unattended for lengthy periods of time.

7. Any data downloaded from an Internet should be separately virus checked. Particular care must
be taken with compressed files which may disguise the presence of a virus from norma
detection.
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Dial-in connections

1.

2.

Staff must ensure that approva is obtained from their manager before using any did-in service.

Equipment held off-gte for the purpose of did-in connections should be appropriately protected
(e.g. by power-on password).

Equipment held off-gte for the purpose of did-in connections should not be left unattended in a
public place.

Staff should use a user name and password unique to themsdves for dl dia-in connections. If
thisisimpractica then tokenised (e.g. SecurlD) remote access devices should be employed.

Staff should change remote access passwords regularly.

Virus controls

1.

2.

Anti-virus software must be used on dl persona computers.

All dectronic information received by the company must be checked for viruses. This includes
al floppy disks, CDs, dectronic mail, magnetic tapes, optical disks and removable hard disks.

Personad computers which have been identified as having a higher risk of infection must use the
extraor dternative products specified by the IT Manager.

Incident reporting

1.

2.

Staff must report al security incidentsto the IT Manager.

Staff must note any observed or suspected security weakness in or threats to company systems
or services. Staff must report any such weaknesses to the IT Manager as quickly as possible.

Staff must not, in any circumstances, attempt to prove a suspected weakness, since such an
action may be interpreted as a breach of security.

Staff must note and report any software that appears to be mafunctioning (i.e. not performing
according to specification) to the relevant support gaff. If the problem is due to mafunctioning
software or the cause cannot be identified, the problem should be reported to the IT Manager.
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FEIRSTe BEASE

If the mafunction appears to be due to a computer virus or other malicious software, the user
must follow the actions listed below.

5.1. Note the symptoms and any messages appearing on the screen.

5.2. Stop using the computer and isolate it from other usersif possble.

5.3. Inform the IT Manager immediately.

5.4. Do not transfer diskettes from the suspect computer to other machines.
5.5. Do not atempt any recovery procedure.

Data protection

1.

No persond data' is to be processed by computer unless the Manager responsible for
overseeing compliance with local Data Protection legidation has been notified and until she has
certified that the intended processng complies with lega requirements, such as the UK Data
Protection Act 1984.

Applications handling persond data on individuas must comply with data protection legidation
and principles.

Personal data must be:

3.1. obtained and processed fairly and lawfully;

3.2. held only for specified and lawful purposes;

3.3. not used or disclosed for any reason incompatible with its origina purpose;

3.4. rdevant and adequate;

3.5. accurate and kept up-to-date;

3.6. not be kept for longer than is necessary;

3.7. made avalladle to the individua concerned on request and that provison is made for
corrections,;

3.8. kept secure from unauthorised access, dteration, disclosure, loss or destruction.

Softwar e copyright

1.

2.

Copies of licensad software must not be made without authorisation. In any event, software theft
isillegd.

Software available free or chegply through bulletin boards and computer clubs should not be
used unless agood business case can be made and gpproval is obtained from the 1T Manager.

'Personal data is any data relating to a living individual.
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3. Staff mugt not run their own software on a company computer. If there is a valid business
purpose which can best be satisfied by using software for which the company does not hold a
license, then a business case should be made and the software acquired by the company. If
there is a vaid busness case for a member of dtaff to use their own software on a company

compuiter, the system owner must:

3.1. obtain evidence that the user has a vdid license to use the software for the intended

purpose on company equipment;
3.2. obtain gpprovd for thisuse from the IT Manager;

3.3. ensure that the software is appropriately tested before it is loaded onto company

equipment;

3.4. periodicaly check that the user continuesto hold avalid license; and
3.5. enaure that the software is deleted as soon as the user leaves the company or ceases to

hold avaid license for the software.
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Additional Policy Statementsfor IT Staff

Virus controls

1.

2.

10.

11.

Anti-virus software must be used on dl personal computers.
All network servers must run an gpproved virus protection product.

All dectronic information received by the company must be checked for viruses. This includes
al floppy disks, CDs, dectronic mail, magnetic tapes, optical disks and removable hard disks.

Persond computers which have been identified as having a higher risk of infection must use the
extraor dternative products specified by the IT Manager.

A member of the IT support function should be responsible for updating the anti-virus software
every month following a defined procedure gpproved by the IT Manager.

A log of when each update was received and distributed should be kept.

Where possible the software updates should be distributed automaticaly to al networked
computers.

Updates for non-networked computers should be installed by a member of the IT support
function and not left to the end user. The only exception to this is non-networked equipment
which is not located a company premises eg. laptops. In such cases, the user should be
supplied with regular updates from IT together with a clear set of written guide lines.

The software should be write-protected on every machine as part of the distribution or update
procedure.

The IT support function must ensure that resources are available to respond to any suspected
virus infection.

The IT support function must report dl virusincidents to the IT Manager.

Incident reporting

1.

Incident management procedures must exist to enable a quick, effective and orderly response to
security incidents. The procedures must cover:
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1.1
1.2.
13.

1.4.
1.5

andyss and identification of the cause of an incident;

remedial action to reduce the impact of the incident and recover any lost assets,

planning and implementation of controls to reduce the probability or impact of future
occurrences,

collection of evidence;

communications with staff or customers affected by recovery from the incident.

2. Staff must be made aware of the company procedure for reporting security incidents, and
understand that they are required to report such incidents as quickly as possible.

3. ThelT Manager must maintain a formal reporting and incident response procedure, defining the
action to be taken to raise and action an incident report.

Data protection

1. Applications handling persona data on individuals must comply with data protection legidation

ad

principles.

2. Persond data must be:

2.1.
2.2.
2.3.
24.
2.5.
2.6.
2.7.

2.8.

obtained and processed fairly and lawfully;

held only for specified and lawful purposes;

not used or disclosed for any reason incompatible with its origind purpose;

relevant and adequate;

accurate and kept up-to-date;

not be kept for longer than is necessary;

meade available to the individua concerned on request and that provison is made for
corrections;

kept secure from unauthorised access, dteration, disclosure, loss or destruction.

Softwar e copyright

1. A vdid license mug exig for dl software to be used on company computers. This includes
evauation copies which may have alimited use license. If thereis alimit on the number of copies

thet

may be used, it is the respongbility of the holder of the multi-user license to ensure thet this

number is not exceeded.

2. Copiesof licensad software must not be made without authorisation. In any event, software theft
isillegd.
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Where a PC is attached to a network it is the responsibility of the administrator of the network
server to ensure that software on the server is properly obtained, licensed and tested.

Software available free or chegply through bulletin boards and computer clubs should not be
used unless agood business case can be made and gpproval is obtained from the 1T Manager.

Firewall configuration and management

1.

2.

Frewdls are only as sound as their supporting firewdl policies. It is imperative that the rules
concerning the configuration of every component in the firewall (Internet router, firewall, proxy
sarver, virus software) are properly understood, fully documented and carefully implemented.
Independent testing of the firewdl on a regular bass, and especidly immediaey after
ingdlation, is essentid. The mgority of successful hacking attempts are due to inadequate or
faulty configuration of one or more firewal components. Apply the following in your firewdl

drategy:

1.1. Implement an address trandating router, configured to pass only packets destined for the
firewd| computer

1.2. A firewdl computer supporting a least two (preferably three) network cards, one
connecting only to the externa router, one to the corporate network and (optionaly) one to
the demilitarised zone, to which any proxy servers are connected

1.3. Implement an derting sysem to warn of atempted attacks. Alerts should idedly be
generated by the router, firewall and proxy servers.

1.4. Thefirewdl should be proof againgt denid of service attacks (either by rejecting packets or
by shutting down)

1.5. Remote management of any component in the firewal is not permitted.

1.6. Independent testing of the firewal configuration is essentid. Attacks on the firewdl by a
firm specidising in such services should be carried out immediatdly after implementation and
on aregular bass theregfter.

1.7. Careful screening of employees who are to have physicd or logica access to the firewall
components or their documentation is most important.

1.8. All firewdl components should be located in a secure room with controlled and limited
access.

1.9. If Internet downtime is perceived as a potentid problem, a duplexed ingdlation might be
consdered. Bear in mind that the opportunity for configuration error is dso doubled in this
Stuation and extra care should be taken in documenting, implementing and testing such an
ingallation.

The bottleneck effect of each firewal component must be carefully measured to ensure that
future traffic volumes are not constrained by today’s choice of product. Performance is as
important as security in each of these components.
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3. Remote access via did-in directly to company premises must be carefully controlled. A “did
back” policy, requiring the user to be accessng from a known telephone number, further
protected by user name and password is strongly recommended. If this is impractica then
tokenised (e.g. SecurlD) remote access devices should be employed. In any event, proper
records of users permitted remote access, controls regarding access time of day, location, etc.
must be ingtigated. Passwords must be changed regularly (most remote access passwords are
not) and user names must be unique to each individud. Where possible, audit trails should be
generated (and ingpected!) for any remote access devices.

4. Saff must be made aware of their responghilities in using Internets, via a thorough Internet
Security Policy.

5. Policies and procedures must be gpplied to contractors and third-party employees as thoroughly
as to gaff. Third-party organisations must be asked to sign “like measures’ contracts to ensure
that they apply smilar controls to the company’s.

6. Frewals can't protect againg attacks that don't go through the firewall. Many corporations that
connect to the Internet are very concerned about proprietary data leaking out of the company
through that route. Unfortunately for those concerned, a magnetic tape or diskette can just as
effectively be used to export data.

Third party access

1. When permitting third parties access to company networks, consider including the following in
the contract with the third party:

1.1. permitted access methods, and the control and use of unique identifiers (user 1Ds) and
passwords,

1.2. adescription of each IT service to be made available,

1.3. arequirement to maintain alist of individuals authorised to use the service;

1.4. times and dates when the service isto be avallable;

1.5. the respective liahilities of the parties to the agreement;

1.6. procedures regarding protection of company assets, including information;

1.7. respongibilities with respect to lega matters, e.g. data protection legidation;

1.8. theright to monitor, and revoke, user activity;

1.9. respongbilities regarding hardware and software ingtallation and maintenance;

1.10. theright to audit contractud responghilities;

1.11. redrictions on copying and disclosng information;

1.12. measures to ensure the return or destruction of information and assets at the end of the
contract;

1.13. any required physica protection measures,
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2.

3.

1.14. mechanismsto ensure that security measures are followed,

1.15. user training in methods, procedures and security;

1.16. measuresto ensure protection against the spread of computer viruses,
1.17. anauthorisation process for user access,

1.18. arangements for reporting and investigating security incidents;

1.19. involvement by the third party of subcontractors and other participants.

When permitting third parties access to company networks, the route from the third party to the
computer service may need to be controlled. Consder the following options:

2.1. dlocating dedicated lines or telephone numbers

2.2. automaticaly connecting ports to specified application systems or security gateways
2.3. limiting menu and sub-menu options for individua users

2.4. preventing unlimited network “roaming”

When permitting third parties access to company networks, consder the need for authentication:

3.1. Authentication can be carried out a the gpplication computer or network level. An
assessment of business risks and impacts may be required to determine the level of
authentication required.

3.2. At both network and computer level, authentication of remote users can be achieved using,
for example, a chdlenge/response system or a line encryption system. Dedicated private
lines or a network user address (NUA) checking facility can dso be used to provide
assurance of the source of connections.

User identifiers

1

All users should have a unique identifier (user ID) for their persond and sole use, to ensure that
activities can subsequently be traced to the responsible individud. User IDs should not give any
indication of the user's privilege leve (e.g. manager, supervisor)

In exceptional circumstances, where thereis a clear business benefit, the use of a shared user ID
for a group of users or a specific job can be used. Approvd by management should be
documented for such cases. Additiona controls may be required to maintain accountability.

Password management system

1.

2.

3.

Encourage the use of individua passwords to maintain accountability
Allow usersto sdlect and change their own password

Enforce aminimum length for passwords (Sx characters are recommended)
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Enforce a password change at regular intervas (for systems based on time periods, a period of
30 daysis recommended as a default)

Enforce a more frequent password change for privileged accounts, eg. those with access to
sydem utilities

Alter default vendor passwords following ingalation of software
Encourage users to select a quaity password, not based on:

7.1. months of the year, days of the week or any other aspect of the date
7.2. company names, identifiers or references

7.3. user ID, user name, group ID or other system identifier
7.4. more than two consecutive identica characters

Data encryption

1

2.

Encryption should be consdered for highly sensitive data

Encryption might be necessary to protect senstive information that is vulnerable to unauthorised

access, dther in transmisson or sorage. An assessment of security risks should be carried out

to determine if encryption is necessary, and to identify the level of protection required. Specidist

advice should be sought to identify suitable products with adequate security, and to design a
secure system of key management.

Internet Service Provider

The security issues surrounding the sdlection of an Internet Services Provider can be summarised by
these questions:
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What employee screening / information security processes are there? (staff, contractors, third
parties)

What physica security measures are there at their Stes?
What documentation is generated?

What are the change control processes?

What review and audit processes are there?

What audit trails are generated?

What testing processes are there?

What are the reporting processes to the client?

What are the incident response processes?

10. What procedures exist?
11. Levd of BS7799 compliance?
12. What Data Protection registration is required for these services?

E-mail servers

For optima security, the company will need to adopt the following operationa security measures for
E-Mail sysems.

1

The company needs to ensure that al security controls available in the email server software
have been activated. For example, if audit tralls are avallable they should be turned on. If
password control is available, it should be turned on. If the password control has a password
ageing feature, that too should be turned on. If there is access control to limit users freedom of
movement within the e-mail system, it should be activated. If encryption is an available feature, it
too should be offered to users. (But only after an evauation of the implications) If the logica
controls in the software are inadequate (for example, no password ageing) then written
procedures and awareness education should be used to encourage users to comply with policy.

The company should change any default passwords or user accounts, to avoid the common
problem of widdy-known accounts being subverted by intruders.

Once dl available security controls have been implemented and any default user accounts
disabled, the company must decide whether or not it would be worthwhile and economicaly
feasble to add another layer of security over the email software itsdlf. A third party email
security package should be consdered, such as Entrust from Northern Telecom or
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SecureExchange from Axent Technologies.

4. E-mal servers should be given the same level of security as other network servers. Such
systems should be kept in alocked computer room or at the very least in a place where they are
not readily available to unauthorised access or accidental mishap.

5. Thefollowing email security checklist should be followed:
5.1. Implement dl available, appropriate e-mail security controls.

5.2. For servers designated as post offices: require 1D/password signon, disable "guest” 1Ds and
activate file controls.

5.3. Use adedicated e-mail server, running no other applications.

5.4. If no did-up access is required, isolate the post office servers from LAN segments that
dlow did-up.

5.5. Try to separate the duties of the LAN adminigtrator and the post office administrator.
5.6. Give users "least privilege" access.
5.7. Use encryption if appropriate to your needs.

5.8. Be sureto destroy e-mail archives when possible.

E-mail clients

E-mall client software should complement the Internet Security Policy where possible, and should
help to enforce the below guiddines. Where logica controls are not available in the software,
procedures should be used to encourage users to comply with policy.

1. Users must choose a strong password, preferably one that is composed of an dpha-numeric
mix, rather than either a dictionary word (whether English or any other language) or even a
series of random numbers. It should be easy to remember but hard to forget. Once they have
chosen a strong password, they must keep it secret. And they must change their password
frequently.

2. Usars should never leave thelr email accounts open and accessble when they leave ther
workgations, even for a brief trip to the coffee machine. They should never share their email
accounts or e-mail passwords with other employees.

3. E-mall should not be used for document retention.
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4. Users must be educated about the dangers of e-mail. They should be provided with examples of
legd implications of improper behaviour and the threst of snooping or spoofing from
competitors. They should be made aware of the different types of externd threat. They should
know what to do and who to aert when they discover something unusud. They should be able
to identify sengtive information and treet it accordingly. They should understand what congtitutes
gppropriate and ingppropriate use of e-mail both in terms of content and usage.

5. Users should be educated in the use of "emoticons’ so that the intent of thelr email comments is
not miscongtrued or taken out of context. Emoticons are the "smiley faces' symbols used in e
mail messages to convey emotional states by representing facid gestures, for example asmile :-),
agmirk :-] laughter :-D, or afrown :-(. (Y ou have look at them sdewaysto get the point.)

6. Usethefollowing email security checklist:
6.1. Develop an intensve security awareness program for email users.
6.2. Edtablish strong, enforcesble policy on individua respongbility and accountability.
6.3. Let users know that e-mail monitoring is a possibility.
6.4. Advertise punishments for those caught snooping.
6.5. Formdly define and explain which messages are sengtive and how to handle them.

6.6. Make ID and password mandatory for workstations handling sensitive messages and
consder adding an extra security layer.

6.7. Develop and distribute password management guidelines.

6.8. Add lock out and screen-blank capability to workstations able to access a post office;
require a password to resume operation.

6.9. Use encryption if appropriate to your needs.

6.10. Be sure to regularly destroy e-mail archives, unless prevented by law or otherwise
from doing so.

Web browser clients

The mgority of security controls in connection with Web browsing should be gpplied at the Firewall.
However, some issues may be addressed at the browser:

1. The download directory should be set to a standard directory name. This will control any file
transfers, reducing the problems of file management and the potentid for virus and Trojan
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infection.
All default warnings in the browser should be enabled.

The use of plug ins and helper applications should be restricted to those tested and approved by
IT.

JavaScript, Javaand ActiveX should be disabled where possible.

Users should be trained on the risks and vulnerabilities of using any additiona software, including
plug ins, helper applications, Java and ActiveX.

Proxy web servers

A Proxy Web Server can be customised to a degree where its function resembles that of an Intranet
Web server. This chapter discusses security controls for Proxy Web servers that purdy serve as
Web page cache systems. Should the company ever wish to customise Proxy Web server
functiondity, security comments for Intranet Web Servers should be observed.

Recommended Proxy Web Server security measures:

1.

The operating system carrying the web proxy should be *hardened”, whether it isUNIX or NT.
Checkligts are available from First Base to assist in this process.

Regular testing of the security configuration is essentid.

Web servers should be subject to the same physical security measures as other servers.
Thorough documentation should be generated for dl dements of the web servers.
Change control procedures must be applied to al web servers.

Regular review and audit processes must exist for al web servers.

Alert software and supporting procedures should exist for unauthorised changes or intrusion.

Intranet web servers

1.

CGl sripts are a mgjor source of security holes. Although the CGI (Common Gateway
Interface) protocol is not inherently insecure, CGI scripts must be written with just as much care
as the sarver itsdf. Unfortunately some scripts fal short of this standard and trusting Web
adminigrators ingdl them at their sites without redising the problems.
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8.

0.

FEIRSTe BEASE

Server sde includes (snippets of server directives embedded in HTML documents) are another
potentid hole. A subset of the directives available in server-sde includes ingruct the server to
execute arbitrary system commands and CGI scripts. Unless the author is aware of the potential
problems it's easy to introduce unintentional sde effects. Unfortunately, HTML files containing
dangerous server-gde includes are seductively easy to write.

To maximise security, the company should adopt a drict "need to know" policy for both the
document root (where HTML documents are stored) and the server root (where log and
configuration files are kept). It's most important to get permissons right in the server root
becauseit is here that CGI scripts and the sengtive contents of the log and configuration files are

kept.

The operating system carrying the Intranet server should be “hardened”, whether it is UNIX or
NT. Checkligts are available from First Base to assst in this process.

Regular testing of the security configuration is essentid.

Intranet servers should be subject to the same physical security measures as other servers.
Thorough documentation should be generated for dl elements of the Intranet servers.
Change control procedures must be applied to dl Intranet servers.

Regular review and audit processes must exist for al Intranet servers.

10. Alert software and supporting procedures should exist for unauthorised changes or intrusion.
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